UBND TINH AN GIANG CONG HOA XA HQI CHU NGHIA VIET NAM
PQI UNG CUU S’ CO AN TOAN Poc lap — Tw do — Hanh phc
THONG TIN MANG

Sb: 1231/CV-DUCSCATTTM An Giang, ngay 31 thang 8 nam 2023
VIV tang cudng dam bao an toan thong tin
mang trong thoi gian nghi 1& Quoc Khanh 02/9

Kinh gui:

- Van phong Poan PBQH va Hoi ddng nhan dan;

- Van phong UBND tinh;

- Céc co quan Pang, Doan thé;

- Céc S¢, Ban, nganh tinh;

- Uy ban MTTQ Viét Nam tinh An Giang;

- Uy ban nhan dan huyén, thi x&, thanh phd;

- B0 Chi huy quan su tinh An Giang;

- Cuc Thué tinh An Giang;

- Cuc Théng ké tinh An Giang;

- Cuc Quan ly thi trwong tinh An Giang;

- Hai quan tinh An Giang;

- Kho bac Nha nuéc tinh An Giang;

- Ngén hang Nha nudéc tinh An Giang;

- Céc doanh nghiép vién thong: VNPT, VIETTEL,
FPT chi nhanh An Giang.

Thuc hién Cong van sb 4443/BTTTT-CATTT ngay 28 thang 8 nim 2023
ctia B Théng tin va Truyén thdng vé viéc ting cudng dam bao an toan thong tin
mang trong thoi gian nghi 18 Quéc khanh 02/9.

Thoi gian dién ra I& Ky niém 78 nam Qudc khanh nuéc Cong hda xa hoi chi
nghia Viét Nam (02/9/1945-02/9/2023) la thoi diém cac thé luc thu dich, phan
dong, tin tac loi dung dé gia tang cac cudc tan cdng mang nham phé hoai, chong
pha Pang va Nha nudc. Muc tiéu chi yéu duoc nham dén 14 céc hé thong thong
tin, hé théng théng tin quan trong caa cac co quan, to chirc nha nude. Bé khong
bat ngd véi moi tinh hudng, Poi tng ciu su ¢b an toan théng tin mang dé nghi
cac co quan, to chtrc, doanh nghiép trién khai mot sé bién phap nhu sau:

1. Ting cwong trién khai hoat dong bao dam an toan thong tin mang déi
véi cac hé thong thong tin quan trong, hé thong thong tin chira thong tin ca
nhan, dir liéu c& nhan va cac nén tang phuc vu chuyén déi s6 quoc gia trong
tam la:

a) Phan cong luc luong tai chd trién khai truc giam sat, bao dam an toan
thong tin mang 24/7.

b) Yéu ciu cac don vi chuyén trach, don vi cung cap dich vu an toan, an ninh
mang (néu co) cing cd va wu tién ngudn luc, nhan luc cho nhiém vy giam séat va
bao vé cac hé thdng thong tin.

¢) Thuc hién ra soét tong thé cac hé thdng thong tin dang van hanh, thyc hién
kiém tra, danh gia ra soat cac 16 hong, diém yéu, cau hinh tang cuong bao mat cho
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hé thdng thong tin thudc quyén quan ly va khac phuc triét dé cac 15 hong, diém
yéu da duoc Doi ung ciru su cb an toan théng tin mang canh béo téi cac co quan
nhu: cac 16 héng bao mat anh huéng muac cao va nghiém trong trong cac san pham
Microsoft tir thang 5 dén thang 7 nim 2023 (Vin ban giri kém theo).

d) Chu dong xay dung cac phuong an Ung ciru khan cap, hd tro va khac phuc
su ¢6 trong trudng hop xay ra tan cdng mang.

d) Ludn ludn sin sang cap nhat thong tin canh béo, khuyén nghi vé an toan
thong tin mang duoc Cuc An toan thong tin, B Thong tin va Truyén thdng, Doi
rng ciru su ¢6 an toan thong tin mang chia seé.

e) Bay manh tuyén truyén, nang cao nhan thic co ban ki ning vé an toan
thong tin mang, cach nhan dién thu dién tu, lién két dang ngo, canh giac vé thong
tin xau doc cua cac thé luc thu dich tuyén truyén nham boi xau hinh anh dat nudc.

2. Cac doanh nghiép cung cap dich vu vién thong, internet; C4c té chiic,
doanh nghiép cung cap nén tang chuyén doi sé:

a) Tang cudng ngudn nhan luc thuc hién truc giam sat, hd trg va khac phuc
su ¢6 bao dam ha tang vién thong, internet an toan, thdng suot.

b) Trién khai céac bién phap k¥ thuat & muac cao nhat nham phat hién, chan
loc, ngin chan hoat dong tan cdng mang, phat tan théng tin xau doc, thdng tin vi
pham phép luat trén hé thong thong tin, ha tang mang ludi thudc pham vi quan Iy,

¢) Thuc hién nghiém va kip thoi cac bién phap xu 1y theo yéu cau caa Bo
Thong tin va Truyén thong va co quan chirc ning c6 tham quyén.

Trong truong hop can hd trg, Quy don vi lién hé dau méi hd tro:

- Trung tdm Ung ciu khan cap khong gian mang Viét Nam (VNCERT/CC),
dién thoai 02436404421 hoic sé dién thoai truc dudng day néng ang ciu su o
0869100317, email: ir@vncert.vn.

- Trung tdm Giam sét an toan khong gian mang qudc gia (NCSC), dién thoai:
02432091616 hoic sb dién thoai truc dudng day ndng hd trg gidm sat, canh béo
som 0389942878, thu dién tu: ais@mic.gov.vn.

- Thuong truc Doi Ung ciru su ¢ an todn thdng tin mang - Trung tdm Cong
nghé thdng tin va Truyén thdng tinh An Giang, dién thoai: (0296)3954166, thu
dién ta: hotro@angiang.gov.vn.

Tran trong./.

Noi nhgn: KT. POI TRUONG

- Nhu trén; POl PH =~
-S6 TTTT: BGD, Phong CNTT-BCVT, Q O
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